
​British Schools in the Middle East (BSME) is committed to protecting your privacy when you​
​register as a member of our association or access our range of services. Your personal​
​information will be processed, held and/or controlled in accordance with the General Data​
​Protection Regulations (2016/679).​

​The privacy policy outlined below explains how we use information about you and how we​
​protect your privacy.​

​Who we are​

​British Schools in the Middle East (BSME) is a private limited company (8097539)​
​incorporated and registered in England and Wales. BSME is a membership organisation​
​providing services to British international schools.​

​We have a Data Protection Lead which makes sure we respect your rights and follow the​
​law.  You may contact us at any time to:​

​·​ ​request access to information which BSME has about you;​

​·​ ​correct any information which BSME has about you;​

​·​ ​ask for any information which BSME has about you to be deleted;​

​·​ ​discuss any concerns or ask any questions about how we look after your personal​
​information.​

​Please contact the Data Protection Lead at ceo@bsme.org.uk​

​Information we collect​

​We may collect personal information about you including photographs, audio and video​
​recordings. This can be anything that identifies and relates to a living person and can include​
​information that when put together with other information can then identify the person. For​
​example, this could be your name, contact details, email address and/or telephone number.​

​We only use what we need​

​We’ll only collect and use personal information if we need it to deliver a service or meet a​
​requirement.  If we don’t need personal information we’ll either keep you anonymous if we​
​already have it for something else or we won’t ask you for it. For example, in a survey we​
​may not need your contact details we’ll only collect your survey responses. If we use your​
​personal information for research and analysis, we’ll always keep you anonymous or use a​
​different name unless you’ve agreed that your personal information can be used for that​
​research.  We don’t sell your personal information to anyone else.​

​Processes used to collect information​



​BSME holds the details of members, Professional Learning Providers and Student event​
​providers. We will only use the information required for the efficient execution of services to​
​members. This information will have been collected through the:​

​·​ ​submission of applications for BSME Membership;​

​·​ ​registration or expressions of intention for the full range of services offered by BSME;​

​·​ ​use of our website;​

​·​ ​completion of surveys;​

​·​ ​completion of contact information form by schools.​

​On occasion, third parties will provide your information to BSME. This includes professional​
​networks, public information sources like LinkedIn, other membership organisations as well​
​as government agencies like Ofsted.​

​We will only keep your information for as long as we need it​

​We will retain your personal information only for as long as we need it in order to fulfil the​
​purposes for which we have initially collected it, unless otherwise required by law or​
​contractual requirements.​

​Why do we need your personal information?​

​We may need to use some information about you to:​

​·​ ​deliver BSME membership services and support to you and your school;​

​·​ ​manage those services we provide to you;​

​·​ ​train and manage the employment of our staff who deliver those services;​

​·​ ​help investigate any worries or complaints you have about your services and to​
​answer your questions and enquiries;​

​·​ ​allow you to participate in face to face and/or online training and events;​

​·​ ​check and improve the quality of our services and seek help with research and​
​planning of new services;​

​·​ ​send you information which we think might be of interest to you where we believe​
​there is legitimate interest to do so;​

​·​ ​carry out our obligations arising from any contracts entered into between you and us;​

​·​ ​market our related products and services to you, where we believe they will be of​
​interest.​

​How the law allows us to use your personal information​



​BSME processes personal data, both as a Data Controller and as a Data Processor, as​
​defined by relevant Data Protection Legislation: the General Data Protection Regulations​
​2016/679, the Data Protection Act 1998, the EU Data Protection Directive 95/46/EC, the​
​Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business​
​Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic​
​Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic​
​Communications (EC Directive) Regulations 2003 and all applicable laws and regulations​
​relating to processing of personal data and privacy, including where applicable the guidance​
​and codes of practice issued by the Information Commissioner.​

​There are a number of legal reasons why we need to collect and use your personal​
​information.​

​Generally, we collect and use personal information where:​

​·​ ​you, or your legal representative, have given consent;​

​·​ ​you have entered into a contract with us;​

​·​ ​it is necessary to perform our statutory duties;​

​·​ ​it is required by law;​

​·​ ​it is necessary for employment purposes;​

​·​ ​you have made your information publicly available;​

​·​ ​it is necessary for legal cases;​

​·​ ​it is to the benefit of society as a whole;​

​·​ ​it is necessary for archiving, research, or statistical purposes.​

​If we have consent to use your personal information, rather than legal or contractual​
​reasons, you have the right to revoke your consent at any time. If you want to revoke your​
​consent, please contact ceo@bsme.org.uk and tell us which service you’re using so we can​
​deal with your request.​

​Why we collect personal information when registering for BSME conferences,​
​webinars, training and student events​

​In order to deliver our Professional Learning and events programme effectively we will​
​collect personal information at the point of processing any bookings.  If you choose to​
​register as an attendee, delegate, speaker, sponsor, supplier or other partner of BSME for​
​any of our professional Learning activities or events this information will always be required.​

​We will always request your contact details to enable us to communicate with you regarding​
​the details of these services and we will notify you at the time that we may contact you​
​regarding future events of this type. We will always seek your consent for future​
​communications at this point.​



​We also need to collect additional information from event delegates to allow us to cater for​
​any special dietary, access or religious observance requirements. This information is​
​voluntary but does allow us to make appropriate adjustments to provision in order to cater for​
​your needs. Additional personal details such as passport details may also be required if​
​booking flights or hotels on the behalf of speakers at our professional learning events.​

​We collect financial and invoicing information from BSME Partners and suppliers in order for​
​us to provide prompt and accurate payment for their services.  It is also necessary for us to​
​collect financial information from delegates and their schools to invoice you and collect​
​payment for our services.​

​For students attending BSME events it may be necessary for us to collect additional​
​personal information such as passport details in order to facilitate entry to host countries and​
​host venues. If this information is ever required it will only ever be used for the purpose​
​specified on each collection event.​

​At the end of each student events cycle, BSME will review the information held, securely​
​delete unnecessary sensitive data, remove access for hosts and contractors, and retain only​
​the information required to confirm student attendance for a period of 10 years.​

​Information deemed necessary to retain, such as the student’s name, will be stored securely​
​on the BSME server and will only be accessible to authorised BSME employees.​

​Products used by BSME to share information with Members​

​BSME uses various online tools to share information with members. These products contain​
​databases which hold your information. These include Google Forms (surveys) and​
​MailChimp (mail campaigns).​

​BSME keeps members updated about education-related topics, services available to​
​members and events which serve students. These updates will always be linked to the​
​benefits of membership. We use your personal information to send you these updates if we​
​have your consent. If you do not wish to receive these updates, please contact​
​ceo@bsme.org.uk.​

​What you can do with your information​

​The law gives you a number of rights to control what personal information is used by us and​
​how it is used by us.​

​You can ask for access to the information we hold on you​

​We would normally expect to share what we record about you with you, whenever we​
​assess your needs or provide you with services.​

​However, you also have the right to ask for all the information we have about you and the​
​services you receive from us. When we receive a request from you, we must give you​
​access to everything we have recorded about you.​



​However, we cannot allow you to see any parts of your record which contain:​

​·​ ​confidential information about other people; or​

​·​ ​data a professional advisor thinks will cause serious harm to your or someone else’s​
​physical or mental wellbeing; or​

​·​ ​if we think that giving you the information may stop us from preventing or detecting a​
​crime.​

​This applies to personal information that is in both paper and electronic records.​

​If you ask us for access to your information then we’ll ask you to provide evidence so that we​
​can verify your identity.​

​If you have any queries about access to your information please contact ceo@bsme.org.uk​

​You can ask to change information you think is inaccurate​

​You should let us know if you disagree with information we hold about you.​

​We may not always be able to change or remove that information but we’ll correct factual​
​inaccuracies and may include your comments in the record to show that you disagree with it.​

​If you ask us to change the information we hold about you then we’ll ask you to provide​
​evidence so that we can verify your identity.​

​The quickest way to inform us of any inaccuracies is to complete a form which we can​
​provide to you or you can talk to a member of staff, contact ceo@bsme.org.uk​

​You can ask to delete information (the right to be forgotten)​

​In some circumstances you can ask for your personal information to be deleted, for example:​

​·​ ​where your personal information is no longer needed for the reason why it was​
​collected in the first place;​

​·​ ​where you have removed your consent for us to use your information (where there is​
​no other legal reason for us to use it);​

​·​ ​where there is no legal reason for the use of your information;​

​·​ ​where deleting the information is a legal requirement;​

​·​ ​where your personal information has been shared with others, we’ll do what we can​
​to make sure those using your personal information comply with your request for erasure.​

​Please note that we can’t delete your information where:​

​·​ ​we’re required to have it by law;​



​·​ ​it is used for freedom of expression;​

​·​ ​it is for, scientific or historical research, or statistical purposes where it would make​
​information unusable;​

​·​ ​it is necessary for legal claims.​

​You can ask to limit what we use your personal data for​

​You have the right to ask us to restrict what we use your personal information for where:​

​·​ ​you have identified inaccurate information, and have told us of it;​

​·​ ​where we have no legal reason to use that information but you want us to restrict​
​what we use it for rather than erase the information altogether;​

​·​ ​when information is restricted it can’t be used other than to store securely the data​
​and with your consent; or, to handle legal claims and protect others, or where it’s for​
​important public interests of the UK.​

​Where restriction of use has been granted, we’ll inform you before we carry on using your​
​personal information.​

​You have the right to ask us to stop using your personal information for any service we​
​provide. You also have the right to unsubscribe from any materials we may send you.​
​However, if you make a request this may cause delays or prevent us delivering services to​
​you.​

​Where possible we’ll seek to comply with your request, but we may need to hold or use​
​information because we are required to by law or by contract.​

​If you wish to contact us with respect to these matters please contact us on​
​ceo@bsme.org.uk.​

​You can ask to have your information moved to another provider (data portability)​

​You have the right to ask for your personal information to be given back to you or another​
​service provider of your choice in a commonly used format. This is called data portability.​

​However, this only applies if we’re using your personal information with consent (not if we’re​
​required to by law).​

​You can ask to have any ‘computer-made’ decisions explained to you, or choose not to be​
​the subject of a decision which is based on automated processing. You have the right to​
​question decisions made about you by a computer, unless it’s required for any contract you​
​have entered into, required by law, or you’ve consented to it.​

​You also have the right to object if you are being ‘profiled’. Profiling is where decisions are​
​made about you based on certain things in your personal information, e.g. your health​
​conditions.​



​If BSME uses your personal information to profile you, to deliver the most appropriate​
​service to you, you will be informed.​

​If you have concerns regarding automated decision-making, or profiling, please contact us​
​on ceo@bsme.org.uk and we will be able to advise you about how we are using your​
​information.​

​Who do we share your information with?​

​We use a range of organisations to either store personal information or help deliver our​
​services to you. Where we have these arrangements, there is always an agreement in in​
​place to make sure that the organisation complies with data protection law.​

​We’ll often complete a data protection impact assessment (DPIA) before we share personal​
​information to make sure we protect your privacy and comply with the law.​

​Sometimes we have a legal duty to provide personal information to other organisations. This​
​may be because we need to give that data to the courts.​

​We may also share your personal information when we feel there’s a good reason that’s​
​more important than protecting your privacy. This doesn’t happen often, but we may share​
​your information:​

​·​ ​to find and stop crime and fraud; or​

​·​ ​if there are serious risks to the public, our staff or to other professionals;​

​·​ ​to protect a child; or​

​·​ ​to protect adults who are thought to be at risk, for example if they are frail, confused​
​or cannot understand what is happening to them.​

​For all of these reasons the risk must be serious before we can override your right to privacy.​

​If we’re worried about your physical safety or feel we need to take action to protect you from​
​being harmed in other ways, we’ll discuss this with you and, if possible, get your permission​
​to tell others about your situation before doing so.​

​We may still share your information if we believe the risk to others is serious enough to do​
​so.​

​There may also be rare occasions when the risk to others is so great that we need to share​
​information straight away. If this is the case, we’ll make sure that we record what information​
​we share and our reasons for doing so. We’ll let you know what we’ve done and why if we​
​think it is safe to do so.​

​How do we protect your information?​



​We’ll do what we can to make sure we hold records about you (on paper and electronically)​
​in a secure way, and we’ll only make them available to those who have a right to see them.​
​Examples of our security include:​

​·​ ​Encryption, meaning that information is hidden so that it cannot be read without​
​special knowledge (such as a password). This is done with a secret code or what’s called a​
​‘cypher’. The hidden information is said to then be ‘encrypted’;​

​·​ ​Controlling access to systems and networks allows us to stop people who are not​
​allowed to view your personal information from getting access to it;​

​·​ ​Training for our staff allows us to make them aware of how to handle information and​
​how and when to report when something goes wrong;​

​·​ ​Regular testing of our technology and ways of working including keeping up to date​
​on the latest security updates (commonly called patches).​

​Where in the world is your information?​

​The majority of personal information is stored on systems in the UK and the Middle East. But​
​there are some occasions where your information may leave our systems in order to get to​
​another organisation or if it’s stored in a partner’s system inside the EU.​

​We have additional protections on your information if it leaves the UK ranging from secure​
​ways of transferring data to ensuring we have a robust contract in place with that third party.​

​We’ll take all practical steps to make your personal information is not sent to a country that is​
​not seen as ‘safe’ either by the UK or EU Governments.​

​Where can I get advice?​

​If you have any worries or questions about how your personal information is handled please​
​contact our Data Protection Office, the details of which are at the top of this page.​

​The Regulatory Office for UK nationals​

​For independent advice about data protection, privacy and data sharing issues or if you​
​would like to make a complaint if you think we have done something wrong with the data we​
​hold about you, you can contact the Information Commissioner’s Office (ICO) at:​

​Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9​
​5AF​

​Alternatively, visit​​www.ico.org.uk​​or email casework@ico.org.uk.​

​Changes to our Privacy Statement​

​From time to time we may make changes to this privacy statement. Any changes will be​
​posted on this website so you are always aware of what information we collect, how we use​
​it, and under what circumstances, if any, we disclose it. If at any time we decide to use​

http://www.ico.org.uk/


​personal data in a manner significantly different from that stated in this privacy statement, or​
​otherwise disclosed to you at the time it was collected, we will notify you by email, and you​
​will have a choice as to whether or not we use your information in the new manner.​

​Links to other websites​

​Our website may contain links to other websites of interest. However, once you have used​
​these links to leave our site, you should note that we do not have any control over other​
​websites. Therefore, we cannot be responsible for the protection and privacy of any​
​information which you provide whilst visiting such sites and such sites are not governed by​
​this privacy statement. You should exercise caution and look at the privacy statement​
​applicable to the website in question.​

​Updated June 2024.​


